
Security 
concerns 

Legal 
concerns

Data loss 
and 

leakage 
risks

Integration 
with the rest 

of our IT 
environment 

Visibility into
 resources in

the cloud
environment

We do not
have any
concerns

Other
concerns

Lack of
expertise

and/or staff
to manage
the cloud

environment

Complexity
related to
migrating

applications 
to the cloud

Regulatory 
compliance 

requirements

56%

39%
34%

31%

18% 16%

32%

17%

7%
4%

1 Cyberattacks

3 Downtime or outages

4 Misconfiguration of 
cloud security controls 
creating security holes

5 Inability to meet 
compliance requirements

6 Unauthorized or risky 
security changes

7 Managing hybrid 
on-premise and cloud 
environments consistently

8 Another cloud tenant 
accessing my corporate data

2 Unauthorized access 
by an outsider
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Undecided, 
unknown or 
under review

Strategy has changed 
and will reduce cloud 
infrastructure

Strategy 
has changed 
and will not 
increase cloud 
infrastructure 

Strategy remains 
the same and will 
maintain current 
cloud infrastructure 

2%

12%

25%

29%

… while the most popular public cloud platforms are:

…and holding them back from wider adoption of 
 a public cloud platform?

What keeps organizations that are already running their 
workloads in the cloud up at night?

Plan to increase 
cloud infrastructure

32%

49% of survey
respondents

1% to 20% of workloads 

26% of survey
respondents

of survey
respondents

21% to 40% of workloads 

12%

41% to 60% of workloads 

3% of survey
respondents

61% to 80% of workloads 

4% of survey
respondents

of survey
respondents

81% to 100% of workloads 

6%

?
Don’t know
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26%

2%

20%

6%

20%

26%
Use an automation 
tool designed to 
manage hybrid 
environments 

Other

Use manual 
processes 
to manage 
the cloud 

Write own 
scripts 

Don’t know 

Use cloud-
native tools 

Cloud and Hybrid 
Environments:
The State of Security

HYBRID IS HERE AND NOW

SECURITY CONCERNS ARE STILL  
FRONT AND CENTER

Organizations are embracing hybrid 
cloud as part of their enterprise 
infrastructure

…and most plan to increase or maintain their public 
 cloud usage over the next 12-18 months

Companies struggle 
to migrate network 
connectivity and
security policies to 
public clouds 

And once there, managing security policies 
is challenging …

… in part because security management processes 
     are fragmented

MOVING TO THE CLOUD ISN’T 
SMOOTH SAILING

WHAT YOU NEED TO DO

Get unified visibility across the entire 
hybrid environment

Manage all on-prem and cloud security 
controls holistically, from a single console

Automate security policy management 
processes

Map application connectivity before 
you migrate to the cloud

Identify applications impacted by 
cyberattacks for faster mitigation

Application did 
not work after 
migration 

3
30%

Migration created 
security holes4

30%

Difficulty 
re-establishing 
the correct 
application 
traffic flows after 
migration

5

25% 

44%

Difficulty managing 
security policies in 
the public cloud 
following migration

1

32%

Difficulty mapping 
application traffic 
flows prior to 
starting a migration 
project

2

63% Lack visibility 
into security 
in the cloud

40% Struggle to manage a
mixed estate of cloud-
native, virtual and 
traditional firewalls

29% Lack the staff 
to manage security

61% Struggle to 
manage security 
policies consistently 
across the hybrid 
environment

43% Find it tough to 
demonstrate 
compliance


