
General Data Protection Regulation (GDPR) is a multi-faceted security standard created by the European 
Parliament to protect personal information handled by companies located in the EU, as well as manage 
certain processes related to exporting personal data out of the EU.

GDPR includes three articles related to network security:

•	 Article 32 mandates that controllers and processors 
implement appropriate technical and organisational 
measures to ensure a level of security appropriate to  
the risk.

•	 Article 35 requires organisations to conduct data 
protection impact assessments (DPIA).

•	 Article 83 requires controllers and processors to 
evaluate the risks inherent in the processing of data, 
and then implement risk mitigation measures.

GDPR does not yet have an approved implementation 
framework or reporting structure for these articles. 
Therefore, the “Big Four” audit firms and professional 
associations, such as ISACA, have not published 
guidelines for how GDPR compliance audits should be 
conducted, and what specific steps organisations need 
to take to prepare for an audit. 

New regulations, however, typically rely on implementa-
tion frameworks used by other verticals. The ISO 27001 
standard is the most relevant to this case, as it covers 
many security best practices, without specifying the 
type of information that needs to be protected. 
AlgoSec, therefore recommends adhering to the 
network security requirements of ISO 27001 in  
order to comply with GDPR.

Align Network Security with  
GDPR Requirements Using AlgoSec

AlgoSec is an automation solution for network security 
policy management. It provides end-to-end visibility and 
analysis of the network security infrastructure (including 
firewalls, routers and cloud security groups), as well as 
business applications and their connectivity flows — 
across cloud, SDN and on-premise enterprise networks. 

With AlgoSec, users can automate time-consuming 
security policy changes – with zero touch; proactively 
assess risk and ensure continuous compliance; and 
quickly provision, modify, migrate or decommission 
network connectivity for business applications to 
speed up delivery into production, and much more.

AlgoSec’s GDPR support enables users to:

•	 Generate a GDPR compliance report for all  
applicable network security devices, at the click  
of a button. 

•	 Get an up-to-date accurate snapshot of the 
organisation’s compliance status. 

•	 Immediately pinpoint gaps in compliance, and get 
actionable recommendations for remediation.

•	 Proactively assess GDPR risk and compliance for  
every firewall rule change, to help ensure continuous 
compliance.

ALGOSEC FOR GDPR  

AlgoSec provides change management and firewall capacity 
reporting, to help ensure the correct and secure operations of 
network security.
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