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AlgoSec JumpStart

Select one of the JumpStart packages from AlgoSec to generate value and utilize a business-driven solution for your
organization within a short time frame. Regardless of which package you choose, the AlgoSec delivery department
will deploy the solution quickly and cost-effectively within your environment.

JumpStart packages for AlgoSec Firewall Analyzer
and FireFlow implementations XS Small Medium Large

Central management installation

Maximum number of network devices 50 150 500 1,000
Active directory integration

Firewall Analyzer knowledge transfer and best practices

FireFlow overview and knowledge transfer

Production readiness verification

Risk profile configuration

Geographic distribution/load distribution deployment

Enhanced knowledge transfer (including intelligence policy tuner)

Timeline (workweeks) 4 9 14 17

Prerequisites for all JumpStart packages above:

« AlgoSec hardware or virtual appliance onsite ready « Secure remote connectivity and security device

for deployment. credentials of all deployed devices for remote access.
« Successful completion of AlgoSec foundations training « Create an AWS IAM role/AZURE AD application

for AlgoSec Firewall Analyzer and AlgoSec FireFlow.. for AlgoSec Cloud and set permissions (if applicable).

« Provide AWS account names and role ARNs/AZURE
Subscription IDs and AD application details (if applicable).



Topology modeling JumpStart packages Small Medium

Network map adjustments Up to 150 devices Up to 500 devices
Definition of internet border & extranet connections Q Q
Traffic query analysis for accuracy 10 queries 15 queries

Sanity end-to-end traffic simulation
Customization tools for visualization
Preliminary system check & prerequisites review

Project closure & documentation

2 0000
50000

Timeline (workweeks)

Prerequisites for topology modeling JumpStart packages:

« Dedicated network SMEs from the Customer’s team « Accurate network diagram depicting regions,
to assist with topology validation. interconnections, and key edge devices.

o At least 90% of all network devices (up to 150 for « Predefined list of traffic queries (10 for Small,
Small, 500 for Medium) onboarded before beginning 15 for Medium) covering major traffic flows.

map adjustments. . . .
P acl « Secure remote connectivity and administrative access

« |[dentification of Internet border devices and extranet- to relevant network devices.
connected devices, including next-hop gateways.




Additional JumpStart packages

Package

Deliverables

Timeline
(workweeks)

AlgoSec Cloud Enterprise (ACE)

Application visibility (AppViz)

IT service management — Small

IT service management — Large

High availability / Disaster recovery

ACE integration with AlgoSec Security Management Suite (ASMS).
Configuration of ACE modules Cloud Network Security
and Cloud App Analyzer.

Integration with ASMS, automated application discovery,
policy mapping, risk assessment, compliance enhancement

Integrates AlgoSec FireFlow (AFF) with a 3rd party ITSM
(ServiceNow, JIRA) to automate firewall change management.
Includes traffic workflow customization, web service-based ITSM
integration, and knowledge transfer.

Integrates AlgoSec FireFlow (AFF) with a 3rd party ITSM
(ServiceNow, JIRA) to automate firewall change management.
Includes traffic and rule removal workflows customization, web
service-based ITSM integration, and knowledge transfer.

Deploys high availability (HA) or disaster recovery (DR) for ASMS
to prevent downtime and data loss. Supports automatic failover
(HA) or manual standby (DR).
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From project kickoff, assuming all prerequisites have been fulfilled. Service is performed remotely. AlgoSec will use best efforts
to complete the deliverables within the target timeframe.

Additional professional services

Beyond the JumpStart packages, AlgoSec offers a range of a la carte professional services to help you maximize your

investment. These include:

« Integration with existing change management

systems (CMS) — e.g., ServiceNow, Remedy, ServiceDesk configuration reports

« Solution deployment — installation and verification of
AlgoSec Security Management Suite

« Advanced configuration — high-availability, load
distribution, geographical distribution

For more details, visit AlgoSec.com
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« Custom report development — risk profiles, baseline

« Custom workflow development — change process
customization, ticket lifecycle management

« Project management and customer success
management — ongoing project oversight and support

AlgoSec.com
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