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Introduction
In This Chapter
Overview of Requesting ChangesOverview of Requesting Changes

About This GuideAbout This Guide

This chapter provides an overview of the methods available for submitting a device

change request in AlgoSec® FireFlow™ and introduces this guide.

Overview of Requesting Changes
When you need a device change to be made, you must submit a request to FireFlow.

Submitting requests can be done in any of the following ways:

l FireFlow Requestors Web Interface

FireFlow provides a Web interface that enables you to submit requests and track

the status of the relevant change requests throughout the FireFlow change request

lifecycle. You must be added to the FireFlow system and assigned a username

and password in order to access the Requestors Web Interface.

For information on using the Requestors Web Interface to submit requests and

manage your change requests, see Submitting Requests via the Requestors Web

Interface.

l No-Login Web Form

FireFlow includes a Web-based form, in which you can describe the change you

need, without any need for a username and password. See Submitting Requests

via the No-Login Web Form.

l Email

You can compose an email describing the change you need and send it to the

FireFlow system. See Submitting Requests via Email.

l The Blue Coat Blocked Page
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When attempting to access a URL that is blocked by a Symantec Blue Coat

device's Web filtering policy, the Blocked page appears. In order to unblock the

page, you can click on the link provided and submit a Web filtering change

request. See Submitting Requests via the Blue Coat Blocked Page.

Once you have submitted a request, FireFlow automatically creates a change request

representing the request and manages the change request throughout its lifecycle.

Note: Network operations, information security, and administrative users can

manually create change requests in FireFlow. For information, see Creating Change

Requests.

You may occasionally receive email messages from the FireFlow system, requesting

clarifications or notifying you of changes in the request's lifecycle stage. For information

on responding to such emails, see Responding to FireFlow Email Messages.

About This Guide
This guide includes all of the information needed to submit change requests.

Note: All references to Cisco ASA devices also refer to legacy PIX and FWSM

devices. To add a new PIX or FWSM device to your ASMS system, select ASA

options.
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Submitting Requests via the Requestors
Web Interface
The Requestors Web Interface enables you to submit requests and track the status of

the relevant change requests throughout their lifecycle.

Getting Started with the RequestorsWeb Interface
This section contains the information you need in order to get started using the

Requestors Web Interface.

System Requirements
View the AlgoSec Security Management Suite in one the following web browsers, at

screen resolution of 1920x1080 or above.

n Mozilla Firefox

n Google Chrome

n Internet Explorer 11 and up

n Microsoft Edge

Note: Internet Explorer 8.0 support is provided for only unprivileged users

(requestors).

Logging in to the Requestors Web Interface
Before you can access the Requestors Web Interface, you must request a username

and password from the FireFlow administrator.

Note: FireFlow may be configured to use RADIUS or LDAP authentication and thus

allow you to log in with those credentials.

l To log in to the Requestors Web Interface
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1. In your browser's Address field, type https://<algosec_server>/algosec/ where

<algosec_server> is the AlgoSec server URL.

The Security Management Suite Login page appears.

2. In the User Name field, type your username.

3. In the Password field, type your password.

4. Click Login.

Depending on your configuration, either FireFlow or BusinessFlow appears.

5. If FireFlow does not appear, switch to FireFlow.

For more information, see Accessing Other AlgoSec Security Management Suite

Products.

The Open Change Requests page appears.

Requestor Guide | Submitting Requests via the Requestors Web Interface
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Accessing Other AlgoSec Security Management Suite Products

To access other AlgoSec Security Management Suite products

1. In the upper left corner of any page in the Web Interface, click .

A drop-down menu appears.

2. Select the desired product.

The Requestors Web Interface
The Requestors Web Interface consists of the following major elements:

n Main menu: Used for navigating between the Requestors Web Interface pages and

requesting changes.

n Workspace: Displays the Requestors Web Interface page selected in the main

menu.

n Toolbar: Displays your username and contains various controls used for performing

additional actions.

Pinning/Unpinning the Main Menu
You can unpin the main menu to increase screen space for the workspace.

To unpin the main menu

n Click on the top right corner of the main menu.

The main menu is unpinned.
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The main menu will be revealed only when you move your mouse to the left of the

workspace.

To pin the main menu

n Click on the top right corner of the main menu.

The main menu will stay revealed.

Configuring User Settings
You can change your user settings.

To configure user settings

1. In the main menu, click Preferences.

The Preferences page appears.
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Note: If the system is configured to import user information from an LDAP server

upon each login, a message will appear informing you that changes to these settings

may be overridden the next time you log in. In this case, changes to user settings

must be made in the LDAP server instead of in FireFlow.

2. Complete the fields using the information in the following table.

3. Click Save Preferences.

Preferences Fields

In this field... Do this...

Identity

Email Type your email address.

Full Name Type your full name.

Nickname Type your nickname.

Language Select the desired FireFlow interface language.
All fields will be displayed in the selected language.

Timezone Select the time zone in which you are located.
To use the default time zone defined in FireFlow, select System
Default.

Location

Organization Type the name of your organization.

Address 1 Type your primary mailing address.

Address 2 Type your secondary mailing address.

City Type your city.

State Type your state.

Zip Type your zip code.

Country Type your country.

Requestor Guide | Submitting Requests via the Requestors Web Interface

FireFlow (A30.00) Page 11 of 82



In this field... Do this...

Password These fields enable you to change your password.
Note: If FireFlow is configured to use Radius or LDAP
authentication servers, the password fields will not appear. If you
want to change your password and these fields do not appear,
contact the FireFlow administrator.

New
Password

Type a new password.

Retype
Password

Re-type the same password you entered in the New Password
field.

Phone
numbers

Home Type the user's home telephone number.

Work Type the user's work telephone number.

Mobile Type the user's mobile telephone number.

Pager Type the user's pager number.

Additional
Information

If custom user fields are defined, this area appears displaying the
fields.
Complete the fields with the required information.

Signature Type a signature that should appear in all of your correspondences
made via FireFlow.

Accessing Online Help

To access the context-sensitive online help

1. In the toolbar, click your username.

A drop-down menu appears.

2. In the menu, select Help.

The context-sensitive online help opens.
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Viewing This Guide

To view this guide

1. In the toolbar, click your username.

A drop-down menu appears.

2. In the menu, select About.

The About dialog box opens.

3. Click Download Requestor Guide.

This user guide opens in a new browser tab in PDF format.

4. Click OK.

Logging out of the Requestors Web Interface

Note: If Single Sign On is configured, the Logout link will not appear, and you should

contact your administrator for instructions on how to log out from the single sign on

mechanism.

To log out

1. In the toolbar, click your username.

A drop-down menu appears.

2. In the menu, select Logout.
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You are logged out of the Requestors Web Interface and the Login page appears.

Submitting Requests
To submit a request

1. In the main menu, click +New Request.

The Create a New Change Request page appears, displaying the list of request

templates.

2. Do one of the following:

n To load your most recent change request draft, click Load Draft.

n To create a new change request from scratch, click on the template that best

describes what you want to accomplish.

For information on FireFlow built-in templates, see Built-In Templates (see Built-

In Templates ).
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Note: You may see a different list of templates, if your company has added,

removed, or modified templates. For information on other templates appearing on

this page, contact your FireFlow administrator.

The Create a New Change Request page appears. The fields that appear depend

on the selected template and your system's customizations.

3. Do one of the following:

n If you used the 120: Generic request template or any custom template of this

request type, complete the fields using the information in Generic Change

Request Fields (see Generic Change Request Fields).

n If you used the Standard, 110: Multi-Approval Request, 115: Automatic Traffic

Change Request, or 150: Parallel-Approval Request templates, or any custom

template that relates to IPv4 traffic changes, complete the fields using the

information in Traffic-Based Change Request Fields (see Traffic-Based Change

Request Fields).
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n If you used the 170: Traffic Change Request (IPv6) or any custom template that

relates to IPv6 traffic changes, complete the fields using the information in IPv6

Traffic Change Request Fields (see IPv6 Traffic Change Request Fields).

Note: You cannot mix IPv4 and IPv6 traffic in the same change request.

n If you used the 160: Web Filter-Change Request (Blue Coat) template or any

custom template of this request type, complete the fields using the information in

Web-Filter Change Request Fields (see Web-Filter Change Request Fields).

Note: If the change request includes traffic fields, then by default, these fields are

mandatory. Most of the other fields are optional; however, it is recommended to fill in

as many fields as possible, in order to facilitate handling the requests.

4. Do one of the following:

n To save a draft of the change request and continue at another time:

1. Click Save Draft.

A confirmation message appears.

2. Click OK.

The draft is saved and can be loaded as described at the start of this

procedure.

Note: FireFlow stores one draft per user, so saving a new draft will overwrite the

existing draft.

n To create the change request, click Next.

The Request Templates page appears. A link to the change request with the

change request's ID number appears in a message at the top of the page.

FireFlow sends you an email indicating that your request was submitted

successfully and includes the change request's ID number.
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You can submit another change request while you wait for FireFlow to create the

change request.

n To view the change request, select the link with the change request's ID

number.

The change request appears.

n If you navigated elsewhere, see Viewing Change Requests (see Viewing

Change Requests).

You will see a message that the creation of the change request has not been

completed if you try to view the change request before FireFlow has finished

creating it.

For a traffic change request, FireFlow checks the traffic specified in the change

request against devices. If the requested traffic is already allowed (for a change
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request asking to allow traffic), then FireFlow automatically closes the change

request and sends you an email indicating that the change request was closed.

Built-In Templates

Template Description

Standard The request form includes all fields, all of which are empty.
FireFlow automatically selects a workflow for the change request.
This template is suitable for all traffic requests.

110: Multi-
Approval
Request

The request form includes all fields, all of which are empty.
FireFlow uses the Multi-Approval workflow for the change request,
(meaning that a second approval stage called “Review” is
required).
This template is suitable for requests that require the sequential
approval of multiple users.

115:
Automatic
Traffic
Change
Request

The request form includes all fields, all of which are empty.
FireFlow uses the   Automatic Traffic workflow for the change
request.
This template is suitable for a traffic change request which includes
only "allow" traffic.

120: Generic
Request

The request form does not include traffic-related fields, and all
fields are empty. FireFlow uses the generic workflow for the
change request.
Additionally, this request form enables you to upload spreadsheet
files which contain traffic requests using the default workflow for
traffic requests.
This template is suitable for requests unrelated to traffic or traffic-
related requests from a spreadsheet file.

150:
Parallel-
Approval
Request

The request form includes all fields, all of which are empty.
FireFlow uses the Parallel-Approval workflow for the change
request, (meaning that a second approval stage called “Review” is
required).
This template is suitable for requests that require the approval of
multiple users in parallel.
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Template Description

160: Web
Filter-
Change
Request
(Blue Coat)

The request form includes all fields, all of which are empty.
FireFlow uses the Web-Filter workflow for the change request.
This template is suitable for requests to filter Web connections.
Note: It is relevant for Symantec Blue Coat devices only.

170: Traffic
Change
Request
(IPv6)

The request form includes all fields, all of which are empty.
FireFlow uses the IPv6 Traffic workflow for the change request.
Note: The IPv6 workflow has the following limitations:

n It only supports Cisco IOS/ASA devices.

n It only supports IPv6 traffic. You cannot mix IPv4 and IPv6 in the
same change request.

Requestor Create Change Request Fields
Generic Change Request Fields

In this field... Do this...

Subject Type a title for your request and for the change request that will be
generated.
Note: This field is optional.

Due Specify the date by which this change request should be resolved,
by doing one of the following:

n Click , and select the desired date in the calendar that appears.
To navigate to different months in the calendar, click Prev and
Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

Note: This field is optional.
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In this field... Do this...

Describe
the issue

Type a free text description of the issue.
This description will be reviewed by the network operations and
information security users who handle your change request. It will
also be added to the change request history.
Note: This field is optional.

Attach File n To attach a file to your request, do one of the following:

n Type the path to the file in the field provided.

n Click Browse, browse to the desired file, and click Open.

If you are using the 120: Generic Request template or any custom
template that allows creating change requests from files, FireFlow
will create a change request from an attached spreadsheet file. For
more information on creating change requests from file, see
Creating Change Requests from File.

n To add more files, click Add More Files.

Note: This field is optional.

Requestor In the Requestors Web Interface, this field displays your email
address and is read-only.
Note: In the No-Login Web Form, you must type your email
address.

Expires Specify the date on which this change request will expire, by doing
one of the following:

n Click , and select the desired date in the calendar that appears.
To navigate to different months in the calendar, click Prev and
Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

Note: This field is optional.
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In this field... Do this...

External
change
request id

If you have already opened a change request for this request in an
external change management system that is integrated with
FireFlow, type the change request's ID number.
The FireFlow change request generated for your request will be
linked to the external system change request.
Note: This field is optional.

Workflow The change request's workflow.
Note: This field is read-only.

From
Template

The change request's template.
Note: This field is read-only.

Traffic-Based Change Request Fields

In this field... Do this...

Requestor In the Requestors Web Interface, this field displays your email
address and is read-only.
Note: In the No-Login Web Form, you must type your email
address.

Subject Type a title for your request and for the change request that will be
generated.
Note: This field is optional.

Due Specify the date by which this change request should be resolved,
by doing one of the following:

n Click , and select the desired date in the calendar that
appears. To navigate to different months in the calendar, click
Prev and Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

This field is optional.
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In this field... Do this...

Expires Specify the date on which this change request will expire, by doing
one of the following:

n Click , and select the desired date in the calendar that
appears. To navigate to different months in the calendar, click
Prev and Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

Note: This field is optional.

Request Note: Due to system customizations, this area may include fields
that are not described below. Some possible additional fields are
described below. For additional information, consult with your
FireFlow administrator.

Source Specify the traffic source(s). See Using the Choose
Source/Destination Wizard (see Using the Choose
Source/Destination Wizard).
Note: You can optionally input variables into traffic fields, and these
variables will be set to the desired value once you submit the
change request. See Using Variables in Traffic Fields (see Using
Variables in Traffic Fields) for more information.

User Enter one or more (comma separated) user names and/or groups.
The default value is Any.
This field is only relevant for Check Point and Palo Alto devices.

Destination Specify the traffic destination(s). See Using the Choose
Source/Destination Wizard (see Using the Choose
Source/Destination Wizard).
Note: You can optionally input variables into traffic fields, and these
variables will be set to the desired value once you submit the
change request. See Using Variables in Traffic Fields (see Using
Variables in Traffic Fields) for more information.
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In this field... Do this...

Service Specify the traffic service(s). See Using the Choose Service Wizard
(see Using the Choose Service Wizard).
Note: You can optionally input variables into traffic fields, and these
variables will be set to the desired value once you submit the
change request. See Using Variables in Traffic Fields (see Using
Variables in Traffic Fields) for more information.
Note: For traffic that affects Check Point devices, you must specify
a service that is supported by the authentication method. For
information on supported services for each method, refer to Check
Point documentation.

Application Specify the application(s). See Using the Choose Application
Wizard (see Using the Choose Application Wizard). The default
value is Any.
This field is only relevant for Palo Alto devices.

Action Choose the device action to perform for the connection. This can be
either of the following:

n Allow: Allow the connection.

n Drop: Block the connection.

n Note: When using the Traffic Change Request (IPv6) workflow,
only traffic with "Allow" actions is supported.

Show NAT Click this option to display Network Address Translation (NAT) and
Port Address Translation (PAT) for the defined traffic.
The Source NAT, Destination NAT, Port Translation, and NAT
Type fields appear.
Depending on system customizations, the Source after NAT,
Destination after NAT, and Port after Translation fields may
appear as well.

Hide NAT Click this option to hide the NAT and PAT fields.

Source NAT Type the source NAT value, if the connection’s source should be
translated.
Note: If the Source after NAT field appears below this field, then
you must type the source NAT value before translation.
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In this field... Do this...

Source after
NAT

Type the source NAT value after translation, if the connection’s
source should be translated.

Destination
NAT

Type the destination NAT value, if the connection’s destination
should be translated.
Note: If the Destination after NAT field appears below this field,
then you must type the destination NAT value before translation.

Destination
after NAT

Type the destination NAT value after translation, if the connection’s
destination should be translated.

Port
Translation

Type the port value, if the connection’s port should be translated.
Note: If the Port after Translation field appears below this field,
then you must type the port value before translation.

Port after
Translation

Type the port value after translation, if the connection’s port should
be translated.

NAT Type Specify the type of NAT (Static or Dynamic).
Note: If you filled in the Source NAT, Destination NAT, and/or Port
Translation fields, then you must specify the NAT type.

Add More
Traffic

To add more traffic to the request, click this option and complete the
fields.

Set traffic
values

Click this button to set traffic values for variables you have put in the
source, destination or service fields. For more information on how to
use this feature, see Using Variables in Traffic Fields (see Using
Variables in Traffic Fields).
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In this field... Do this...

Import traffic
from csv

Click this link to import a CSV file of traffic lines. Select the CSV file
from your computer.
Required Headers:

n Source

n Destination

n Service
Optional Headers:

n User. If this header is not present, the value defaults to "any".

n Application. If this value is not present, the value defaults to "any".

n Action. If this header is not present, the value defaults to "allow".

Any other headers included in the CSV file are ignored.
Note: All headers are not case sensitive.
Note: Multiple entries (such as IP adderesses, ranges, or networks)
which appear in a single cell must be seperated by commas within
the cell.

To replicate a traffic line (add a new traffic line with the same traffic
as in the current traffic line), click this option and modify the fields
as desired.

To remove additional traffic from the request, click this option next
to the desired traffic.

More

External
change
request id

If you have already opened a change request for this request in an
external change management system that is integrated with
FireFlow, type the change request's ID number.
The FireFlow change request generated for your request will be
linked to the external system change request.
Note: This field is optional.
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IPv6 Traffic Change Request Fields

In this field... Do this...

Requestor In the Requestors Web Interface, this field displays your email
address and is read-only.
Note: In the No-Login Web Form, you must type your email
address.

Subject Type a title for your request and for the change request that will be
generated.
Note: This field is optional.

Due Specify the date by which this change request should be resolved,
by doing one of the following:

n Click , and select the desired date in the calendar that appears.
To navigate to different months in the calendar, click Prev and
Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

Note: This field is optional.

Expires Specify the date on which this change request will expire, by doing
one of the following:

n Click , and select the desired date in the calendar that appears.
To navigate to different months in the calendar, click Prev and
Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

Note: This field is optional.
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In this field... Do this...

Request Use this area to specify the traffic changes you would like.
By default, when submitting a traffic change request, this area
includes the following fields for defining traffic: Source, Destination,
Service, Action, Show NAT, Hide NAT, Source NAT, Destination

NAT, Port Translation, NAT Type, Add More Traffic, and .

Due to system customizations, this area may differ in the following
ways:

n NAT fields may not appear.

n The following additional NAT fields may appear: Source after
NAT, Destination after NAT, Port after Translation.

n The Source, Destination, and/or Service fields may be followed
by a custom field. For information about these fields, consult with
your FireFlow administrator.

n Each row of traffic may be followed by a custom field. For
information about these fields, consult with your FireFlow
administrator.

Source Do one of the following:

n Type the IP address, IP range, network, or device object.

n Use the Choose Source Wizard, as described in Using the
Choose Source/Destination Wizard (see Using the Choose
Source/Destination Wizard).

Note: Only IPv6 addresses are supported. You cannot mix IPv6
and IPv4 addresses in the same workflow.

Destination Do one of the following:

n Type the IP address, IP range, network, device object.

n Use the Choose Destination Wizard, as described in Using the
Choose Source/Destination Wizard (see Using the Choose
Source/Destination Wizard).

Note: Only IPv6 addresses are supported. You cannot mix IPv6
and IPv4 addresses in the same workflow.
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In this field... Do this...

Service Do one of the following:

n Type the device service or port for the connection (for example
"http" or "tcp/123").

For information on how to use non-TCP/UDP/ICMP protocols,
see Using Layer 3 Protocols (see Using Layer 3 Protocols).

n Use the Choose Service Wizard, as described in Using the
Choose Service Wizard (see Using the Choose Service Wizard).

Action Choose the device action to perform for the connection. This can be
either of the following:

n Allow: Allow the connection.

n Drop: Block the connection.

Show NAT Click this option to display Network Address Translation (NAT) and
Port Address Translation (PAT) for the defined traffic.
The Source NAT, Destination NAT, Port Translation, and NAT
Type fields appear.
Note: Depending on system customizations, the Source after NAT,
Destination after NAT, and Port after Translation fields may
appear as well.

Hide NAT Click this option to hide the NAT and PAT fields.

Source NAT Type the source NAT value, if the connection’s source should be
translated.
Note: If the Source after NAT field appears below this field, then
you must type the source NAT value before translation.

Source after
NAT

Type the source NAT value after translation, if the connection’s
source should be translated.

Destination
NAT

Type the destination NAT value, if the connection’s destination
should be translated.
Note: If the Destination after NAT field appears below this field,
then you must type the destination NAT value before translation.
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In this field... Do this...

Destination
after NAT

Type the destination NAT value after translation, if the connection’s
destination should be translated.

Port
Translation

Type the port value, if the connection’s port should be translated.
Note: If the Port after Translation field appears below this field,
then you must type the port value before translation.

Port after
Translation

Type the port value after translation, if the connection’s port should
be translated.

NAT Type Specify the type of NAT (Static or Dynamic).
Note: If you filled in the Source NAT, Destination NAT, and/or Port
Translation fields, then you must specify the NAT type.

Add More
Traffic

To add more traffic to the request, click this option and complete the
fields.

To remove additional traffic from the request, click this option next
to the desired traffic.

From
Template

The change request's template.
Note: This field is read-only.

Workflow The change request's workflow.
Note: This field is read-only.

External
change
request id

If you have already opened a change request for this request in an
external change management system that is integrated with
FireFlow, type the change request's ID number.
The FireFlow change request generated for your request will be
linked to the external system change request.
Note: This field is optional.

Describe
the issue

Type a free text description of the issue.
This description will be reviewed by the network operations and
information security users who handle your change request. It will
also be added to the change request history.
This field is optional.
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In this field... Do this...

Attach file To attach a file to your request, do one of the following:

n Type the path to the file in the field provided.

n Click Browse, browse to the desired file, and click Open.

To add more files, click Add More Files.
Note: This field is optional.

MulticastTraffic Change Request Fields

In this field... Do this...

General To close General section, click in the heading. To reopen,
click again.

Owner Owner of the request.

Requestor In the Requestors Web Interface, this field displays your
email address and is read-only.
In the No-Login Web Form, you must type your email
address.

Subject Type a title for your request and for the change request that
will be generated.
This field is optional.

Due Specify the date by which this change request should be
resolved, by doing one of the following:

n Click , and select the desired date in the calendar that
appears. To navigate to different months in the calendar,
click Prev and Next.

n Type the desired date in the field provided. You can use
most relative and absolute formats, for example yyyy-mm-

dd, mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3
days”.

This field is optional.
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In this field... Do this...

Expires Specify the date on which this change request will expire, by
doing one of the following:

n Click , and select the desired date in the calendar that
appears. To navigate to different months in the calendar,
click Prev and Next.

n Type the desired date in the field provided. You can use
most relative and absolute formats, for example yyyy-mm-

dd, mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3
days”.

This field is optional.

Traffic To close Traffic section, click in the heading. To reopen,
click again.

Request Use this area to specify the traffic changes you would like.
By default, when submitting a traffic change request, this
area includes the following fields for defining traffic: Source,
Destination, Service, Action, Show NAT, Hide NAT, Source
NAT, Destination NAT, Port Translation, NAT Type, Add

More Traffic, and .

Due to system customizations, this area may differ in the
following ways:

n NAT fields may not appear.

n The following additional NAT fields may appear: Source
after NAT, Destination after NAT, Port after Translation.

n The Source, Destination, and/or Service fields may be
followed by a custom field. For information about these
fields, consult with your FireFlow administrator.

n Each row of traffic may be followed by a custom field. For
information about these fields, consult with your FireFlow
administrator.
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In this field... Do this...

Source Do one of the following:

n Type the IP address, IP range, network, device object, or
DNS name of the connection source.

n Use the Choose Source Wizard, as described in Using the
Choose Source/Destination Wizard (see Using the Choose
Source/Destination Wizard).

To enter multiple values, press Enter. A new field appears
for this source.
Note: You cannot mix regular traffic and multicast in the
same workflow.
When specifying Check Point traffic for which the User
Authentication method is used, you can include the user
group as part of the source, in the following format:
usergroup@host
Where:

n usergroup is the user group's name. You may use the
Choose Source Wizard's Device Object tab to select the
user group if desired.
Note: LDAP user groups are only supported for devices
configured to use OPSEC data collection.

n host is the IP address, IP range, network, device object, or
DNS name of the connection source.

For example: group1@1.2.3.4, group1@RNDNetwork, or
group1@Any.
Note: Specifying the user group is only supported if the
FireFlow default authentication method is User
Authentication. Ask your FireFlow administrator for further
information.
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In this field... Do this...

Destination Do one of the following:

n Type the IP address, IP range, network, device object, or
DNS name of the connection destination.

n Use the Choose Destination Wizard, as described in
Using the Choose Source/Destination Wizard (see Using
the Choose Source/Destination Wizard).

To enter multiple values, press Enter. A new field appears
for this destination.
Note: You cannot mix regular traffic and multicast in the
same workflow.

Service/Application Do one of the following:

n Type the device service or port for the connection (for
example "http" or "tcp/123").

For information on how to use non-TCP/UDP/ICMP
protocols, see Using Layer 3 Protocols (see Using Layer
3 Protocols).

n Type the name of an application as defined in your Palo
Alto or Check Point device.

n Use the Choose Service Wizard, as described in Using the
Choose Service Wizard (see Using the Choose Service
Wizard).

To enter multiple values, press Enter. A new field appears
for this service.
Note: When configuring a change request for Check Point
traffic, you must specify a service that is supported by the
authentication method. For information on supported
services for each method, refer to Check Point
documentation.
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In this field... Do this...

Action Choose the device action to perform for the connection. This
can be either of the following:

n Allow: Allow the connection.

n Drop: Block the connection.

NAT settings Click this option to display Network Address Translation
(NAT) and Port Address Translation (PAT) for the defined
traffic.
The Source NAT, Destination NAT, Port Translation, and
NAT Type fields appear.
Depending on system customizations, the Source after
NAT, Destination after NAT, and Port after Translation
fields may appear as well.
Click NAT settings again to hide the settings.

Source NAT Type the source NAT value, if the connection’s source
should be translated.
Note: If the Source after NAT field appears below this field,
then you must type the source NAT value before translation.

Source after NAT Type the source NAT value after translation, if the
connection’s source should be translated.

Destination NAT Type the destination NAT value, if the connection’s
destination should be translated.
Note: If the Destination after NAT field appears below this
field, then you must type the destination NAT value before
translation.

Destination after
NAT

Type the destination NAT value after translation, if the
connection’s destination should be translated.

Port Translation Type the port value, if the connection’s port should be
translated.
Note: If the Port after Translation field appears below this
field, then you must type the port value before translation.
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In this field... Do this...

Port after
Translation

Type the port value after translation, if the connection’s port
should be translated.

NAT Type Specify the type of NAT (Static or Dynamic).
Note: If you filled in the Source NAT, Destination NAT,
and/or Port Translation fields, then you must specify the
NAT type.

Add More Traffic To add more traffic to the request, click this option and
complete the fields.

To remove additional traffic from the request, click this option
next to the desired traffic.

More To close the More section, click in the heading. To reopen,
click again.

External change
request id

If you have already opened a change request for this request
in an external change management system that is integrated
with FireFlow, type the change request's ID number.
The FireFlow change request generated for your request will
be linked to the external system change request.
This field is optional.
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In this field... Do this...

Device Name Click in the Device Name box. The device selection dialog
box appears with a list of available Cisco devices.

n To filter, in the Filter By list, select Brand, Device, Policy,
Device and Policy, or Selected.

n To select all devices for a brand, select the Brand check
box.

n To select, click a device. The device will appear at the top
of the box. Click another device to select it. There is no
need to hold the CTRL key for multiple selections.

n To move forward and backward in the device list, click the

and icons.

Selected devices appear in the Device Name box.
Click the up arrow to close the dialog box.

Change request
justification

Type a free text description of the issue.
This description will be reviewed by the network operations
and information security users who handle your change
request. It will also be added to the change request history.
This field is optional.

Attachments To add attachments, click Add files. The Choose File to
Upload dialog box opens.
Browse to the desired file, and click Open. To select multiple
files, press CTRL while selecting.
This field is optional.
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Web-Filter Change Request Fields

In this field... Do this...

Requestor In the Requestors Web Interface, this field displays your email
address and is read-only.
In the No-Login Web Form, you must type your email address.

Subject Type a title for your request and for the change request that will be
generated.
This field is optional.

Due Specify the date by which this change request should be resolved,
by doing one of the following:

n Click , and select the desired date in the calendar that appears.
To navigate to different months in the calendar, click Prev and
Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

This field is optional.

Expires Specify the date on which this change request will expire, by doing
one of the following:

n Click , and select the desired date in the calendar that appears.
To navigate to different months in the calendar, click Prev and
Next.

n Type the desired date in the field provided. You can use most
relative and absolute formats, for example yyyy-mm-dd,
mm/dd/yyyy, Mon dd yyyy, “next week”, and “now + 3 days”.

This field is optional.

Request Use this area to specify the connection you would like to filter.
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In this field... Do this...

User Group Do one of the following:

n Type the name of the user or user group that should be
allowed/denied access to a URL.

n Use the Choose User Group Wizard, as described in Using the
Choose User Group Wizard (see Using the Choose User Group
Wizard (for Web Filtering Requests)).

URL Type the URL to which to allow/deny access.

Category Do one of the following:

n Type URL's Web filtering category.

n Use the Choose Category Wizard, as described in Using the
Choose Category Wizard (see Using the Choose Category
Wizard (for Web Filtering Requests)).

Note: The category may have been specified in the Blue Coat
Blocked page.
Note: When creating a change request via the Blue Coat Blocked
page, this field is automatically filled in.

Action Select the device action to perform for the connection. This can be
any of the following:

n Allow: Allow the connection.

n Block: Block the connection.

Add More
Web
Filtering

To add more connections to the request, click this option and
complete the fields.

To remove additional connections from the request, click this option
next to the desired traffic.

From
Template

The change request's template.
This field is read-only.
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In this field... Do this...

Workflow The change request's workflow.
This field is read-only.

External
change
request id

If you have already opened a change request for this request in an
external change management system that is integrated with
FireFlow, type the change request's ID number.
The FireFlow change request generated for your request will be
linked to the external system change request.
This field is optional.

Describe
the issue

Type a free text description of the issue.
This description will be reviewed by the network operations and
information security users who handle your change request. It will
also be added to the change request history.
This field is optional.

Attach file To attach a file to your request, do one of the following:

n Type the path to the file in the field provided.

n Click Browse, browse to the desired file, and click Open.

To add more files, click Add More Files.
This field is optional.

Using the Choose Source/Destination Wizard
The Choose Source and Choose Destination wizards enable you to specify a

connection source or destination quickly and easily, in the following ways:

Note: Some of these options may not be available, depending on your FireFlow

configurations.

n By selecting the source/destination from a list of suggested sources/destination, for

example "email server" or "my computer". This enables you to specify a

source/destination without knowing its IP address.

Requestor Guide | Submitting Requests via the Requestors Web Interface

FireFlow (A30.00) Page 39 of 82



n By selecting the source/destination from a list of device objects, that exist in the

devices defined in the system.

n By specifying an IP address or range, which the wizard then validates.

Note: This option is not available for IPv6 traffic.

The Choose Source and Choose Destination Wizards behave differently for IPv4 and

IPv6 traffic change requests. Follow the relevant procedure below.

To use the Choose Source/Destination Wizard for IPv4 traffic change requests

1. Click on in the Source or Destination field.

The wizard opens, displaying the Network Objects tab.

2. To select the source/destination from a list of device objects or suggested objects, do

the following:

a. In the drop-down menu, select which group of network objects you would like to

view.

b. (Optional) To search for a source/destination, type any part of the

source/destination's name in the field (case-insensitive).

All network objects containing the string you entered (which belong to the

selected group) are displayed in a list below the field.

c. Select the desired source/destination from the list.
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3. To specify an IP address, IP range, CIDR, or Netmask do the following:

a. Click the IP Address tab.

The IP Address tab appears.

b. Type the desired IP address, IP range, CIDR, or Netmask in the field.

4. Click OK.

If you entered a value in the IP Address tab, the wizard validates the entered value.

The selected source/destination is displayed in the Source or Destination field. For

example, if you chose "my computer", then your computer's IP address is displayed.

To use the Choose Source/Destination Wizard for IPv6 traffic change requests

1. Double-click in the Source or Destination field.

The Choose Source Wizard or Choose Destination Wizard opens displaying the

Suggested tab.

2. To select the source/destination from a list of suggested sources/destinations, do the

following:
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a. (Optional) To search for a source/destination, in the Find field, type any part of the

source/destination's name (case-insensitive).

The Select list displays all sources/destinations containing the string you entered.

b. In the Select list, select the desired source/destination.

3. To specify an IP address or range, do the following:

a. Click the IP tab.

The IP tab appears.

b. Do any of the following:

n To specify an IP address, click IP and type the desired IP address in the field.

n To specify an IP range, click IP Range and type the desired IP range in the

field.

n To specify a network, click CIDR and type the desired network in the field.

n To specify any IP address (that is, 0.0.0.0-255.255.255.255), click Any.

4. To select the source/destination from a list of all device objects in AFA, do the

following:

a. Click Device Object tab.

The Device Object tab is displayed.
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b. (Optional) To search for a device object:

1. In the Search drop-down list, select the device in which the object is located.

2. In the For field, type any part of the object's name.

The Select list displays all source/destinations containing the string you

entered.

3. To navigate between search result pages, in the Page field, type the desired

page number, then press Enter.

The desired search results page appears.

c. In the Select list, select the desired device object.

5. Click OK.

If you entered a value in the IP tab, the wizard validates the entered value.

The selected source/destination is displayed in the Source or Destination field. For

example, if you chose "my computer", then your computer's IP address is displayed.

Using Layer 3 Protocols
The table below describes all the non-TCP/UDP/ICMP protocols FireFlow supports by

default.

Requestor Guide | Submitting Requests via the Requestors Web Interface

FireFlow (A30.00) Page 43 of 82



Note: When using layer 3 protocols in FireFlow, you must use the FireFlow defined

service name, not the protocol number. In addition, you may use service objects which

contain these protocols.

Protocol FireFlow Defined Service Name Protocol Number

IPsec (ESP) ipsec_50 50

IPsec (AH) ipsec_51 51

IPsec (ESP and AH) ipsec 50 and 51

GRE gre 47

IPv6-ICMP icmp6 58

SKIP skip 57

ETHERIP etherip 97

PIM pim 103

FireFlow supports any other layer 3 protocols when they are manually defined in

FireFlow. See the AlgoSec FireFlow Configuration Guide, Defining Protocols.

Using the Choose Service Wizard
The Choose Service Wizard enables you to specify a service by allowing you to do the

following:

n Specify custom services.

n Select services from a list of objects. This includes service objects defined on

devices and common services defined in AFA, such as "http" or "ssh".

Note: This option may or may not be available, depending on FireFlow's

configuration.

The Choose Service Wizard behaves differently for IPv4 and IPv6 traffic change

requests. Follow the relevant procedure below.
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To use the Choose Service Wizard for IPv4 traffic change requests

1. Click in the Service field.

The Choose Service Wizard opens displaying the Service Objects tab and common

service objects.

2. To select the service from a list of objects, do the following:

a. (Optional) In the drop-down menu, select which group of objects you would like to

view.

By default, only common objects are displayed.

b. (Optional) To search for an object, type any part of the object's name in the field

(case-insensitive).

All objects containing the string you entered (which belong to the selected group)

are displayed in a list below the field.

c. Select the desired object from the list.

3. To specify a custom service, do the following:

a. Click the Services tab.

The Services tab appears.
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b. Type the service in one of the following formats:

n protocol/port, to indicate a single service.

n protocol/*, to indicate any port for the specified protocol

n protocol/port1-port2, to indicate a range of ports for a specific protocol

n *, to indicate "any" service

4. Click OK.

If you entered a custom service, the wizard validates the entered value.

The selected service or appears in the Service field.

To use the Choose Service Wizard for IPv6 traffic change requests

1. Double-click in the Service field.

The Choose Service Wizard opens displaying the Common tab.

2. To select a service from a list of all common services defined in AFA, do the

following:
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a. (Optional) To search for a service, in the Find field, type any part of the service's

name (case-insensitive).

The Select list displays all services containing the string you entered.

b. In the Select list, select the desired service.

3. To specify a custom service, do the following:

a. Click the Other tab.

The Other tab appears.

b. In the Protocol area, do any of the following:

n Choose a specific protocol.

n To specify any protocol, choose Any.

c. In the Port area, do any of the following:

n To specify a single destination port, choose Single, then type the desired port

number in the field.

n To specify a destination port range, choose Range, then type the desired port

range in the fields.

n To specify any destination port, choose Any.

4. To select a service from a list of services defined on devices, do the following:

a. Click the Device Service tab.

The Device Service tab appears.
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b. Select a device in the drop-down list in the Search area.

c. (Optional) Search for a service defined on the specified device, in the For field,

type any part of the service's name (case-insensitive).

d. Click Go.

e. In the Select list, select the desired service.

Note: This feature is only supported for service's whose protocol is TCP, UDP, or

ICMP. If a service is selected with another protocol, the change request will not open.

5. Click OK.

If you entered a port number or range, the wizard validates the entered value.

The selected service appears in the Service field.

Using the Choose Application Wizard
When there are Palo Alto devices defined in AFA, a separate Application field appears

in the change request form. The Application wizard helps you choose an application for

this field.

Note: The Applications field appears in the change request form after the first Palo

Alto Device is defined in AFA. For more information, see the AlgoSec FireFlow

Configuration Guide, Enabling/Disabling User and Network Application Awareness.
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To use the Application wizard for traffic change requests

1. Click in the Application field.

The Application wizard is displayed.

2. Select the application by doing the following:

a. (Optional) In the drop-down menu, select the device or device group on which the

desired application is defined.

By default, all the applications defined on all devices appear.

b. (Optional) Search for an application by typing any part of the application's name

in the field (case-insensitive).

All applications containing the string you entered (which are defined on the

selected device/device group) are displayed in a list.

c. Select the desired application from the list.

3. Click OK.

The application appears in the Application field.
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Using Variables in Traffic Fields
Use this procedure while completing the traffic fields in a traffic change request

template.

To use variables in traffic fields

1. In the Source, Destination, Service, and/or Application field, type a variable, using

the following syntax:

#{VariableName}

where, VariableName is the name you give the variable.

You can use multiple variables, and you can use them in any of the traffic lines for

the change request.

In the Traffic area, the Set traffic values button is enabled.

2. Set the variable's value by doing the following:

a. Click Set traffic values.

The Set traffic values dialog box appears with all of the variables you have used

listed under Traffic Parameter.

b. Type the value(s) of the variable(s).

c. Click Set Values.

When you submit the change request, each variable will be replaced with its

designated value.
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Using the Choose User Group Wizard (for Web Filtering
Requests)
The Choose User Group Wizard enables you to select a user group quickly and easily

by selecting the user group from a list of all user groups that exist in a device's security

policy.

To use the Choose User Group Wizard

1. Double-click in the User Group field.

The Choose User Group Wizard opens.

2. In the Search field, select the desired device.

Note: This field displays only Symantec Blue Coat device names.

3. (Optional) To search for a user group:

a. In the For field, type any part of the user group's name.

b. Click Go.

The Select list displays all user groups containing the string you entered.
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c. To navigate between search result pages, in the Page field, type the desired page

number, then press Enter.

The desired search results page appears.

4. In the Select list, select the desired user group.

5. Click OK.

The selected user group is displayed in the User Group field.

Using the Choose Category Wizard (for Web Filtering Requests)
The Choose Category Wizard enables you to select a Web filtering category quickly and

easily by selecting the category from a list of all categories that exist on a device.

To use the Choose Category Wizard

1. Double-click in the Category field.

The Choose Category Wizard opens.

2. In the Search field, select the desired device.

Note: This field displays only Symantec Blue Coat device names.
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3. (Optional) To search for a category:

a. In the For field, type any part of the category's name.

b. Click Go.

The Select list displays all categories containing the string you entered.

c. To navigate between search result pages, in the Page field, type the desired page

number, then press Enter.

The desired search results page appears.

4. In the Select list, select the desired category.

5. Click OK.

The selected category is displayed in the Category field.

Creating Traffic Change Requests from File
You can create traffic change requests by uploading spreadsheets containing your

traffic requests. The following file formats are supported:

n xls (Microsoft Excel up to 2003)

n xlsx (Microsoft Excel 2007 and up)

n sxc (OpenOffice 1.0 Spreadsheet)

n ods (OpenOffice Spreadsheet)

n csv (Coma-separated text values)

To create a traffic change request from a file

1. Prepare the file. Example files appear in /usr/share/fireflow/local/extras.

The Source, Destination, Protocol, and Port columns are mandatory.
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2. Create the change request using the template 120: Generic Request or another

template provided to you for this purpose. You then attach the spreadsheet file as

part of the request submission process (see Submitting Requests (see Submitting

Requests)).

Note: By default, FireFlow creates a separate change request from each traffic line in

the spreadsheet file; however, it can be configured to create a single change request

out of all traffic lines in the spreadsheet file. To determine which mode is used, consult

a FireFlow administrator.

Viewing Change Requests
You can view lists of open and closed change requests that you submitted, as well as

individual change requests.

Viewing the Open Change Requests List
The Open Change Requests list displays all of your change requests that have not yet

been resolved, and allows you to track these change requests' statuses.

To view the Open Change Requests list

n In the main menu, click Open Change Requests.

The Open Change Requests page appears with a list of your open change requests.

For information on the displayed columns, see Change Request List Fields (see

Change Request List Columns).
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Change Request List Columns

This column... Displays...

Id The change request ID number.
To view the change request, click on this field.

Subject The change request subject.
To view the change request, click on this field.

Workflow The workflow used for the change request.

Status The change request's status.
Change Requests in the Open Change Requests list can have
any of the statuses described in Open Change Request Statuses
(see Open Change Request Statuses).
Change requests in the Closed Change Requests list can have
any of the statuses described in Closed Change Request
Statuses (see Closed Change Request Statuses).
Note: The statuses may be changed and/or customized by an
administrator.

Owner The change request's owner.
If the change request has not yet been assigned an owner, this
field displays "Not assigned yet".

Priority The change request's priority, where 0 is lowest priority.

Created The amount of time that has elapsed since the change request
was created.

Last Updated The amount of time that has elapsed since the change request
was last updated.

Open Change Request Statuses

This status... Indicates that...

plan The change request has been assigned an owner and is in the
Plan stage.
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This status... Indicates that...

approve The change request is in the Approve stage and being checked for
security risks. An information security user will decide whether to
approve the change request, based on the check results.

create work
order

The change request is now in the Implement stage, and the work
order is being planned.

implement The change request is now in the Implement stage, and the
required change is being implemented.

validate The change request is now in the Validate stage.

user accept The change request is now in the Validate stage, and the requestor
has been asked to verify implementation success.

user
disapproved

The change request is now in the Validate stage, and the requestor
has marked the change as not working, using the Change Doesn't
Work button.

Viewing the Awaiting Response List
The Awaiting Response list displays all the change requests that are waiting to be

handled by you, and allows you to view the status of these change requests.

To view the Awaiting Response list

n In the main menu, click Awaiting Response.

The Change Requests Awaiting Response page is displayed with the following lists

of change requests that are awaiting your response:

n Change Requests Awaiting My Response - Change requests you submitted.

n Rule Removal Requests Awaiting My Response - Rule removal requests that

affect traffic that you requested.
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For information on the displayed columns, see Change Request List Fields (see

Change Request List Columns).

For information on responding to the change request, see Verifying that Changes

Were Implemented Successfully (see Verifying that Changes Were Implemented

Successfully).

For information on responding to a rule removal request, see Responding to Rule

Removal Requests (see Responding to Rule Removal Requests).

For information on responding to a drop traffic request, see Responding to Drop

Traffic Requests (see Responding to Drop Traffic Requests).

Viewing the Closed Change Requests List
The Closed Change Requests list displays all of your change requests that have been

resolved, and allows you to track these change requests' statuses.

To view the Closed Change Requests list

n In the main menu, click Closed Change Requests.

The Closed Change Requests page is displayed with a list of your closed change

requests.
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For information on the displayed columns, see Change Request List Fields (see

Change Request List Columns).

Closed Change Request Statuses

This status... Indicates that...

pending
match

The change request has been resolved and is now in the Match
stage.

matched During auto matching, a device change was matched to the change
request; however, matching is not yet complete.

resolved Auto matching is complete.

rejected The change request was rejected.

Viewing Individual Change Requests
Once you have submitted a request, you can view the related change request, including

the request details, the change request's current lifecycle stage, the change request's

status, and the change request's history.

To view a change request

n Do one of the following:

n If you know the change request's ID number, do the following:

1. In the main menu, in the Go to Request field, type the change request

number.

2. Click .

Requestor Guide | Submitting Requests via the Requestors Web Interface

FireFlow (A30.00) Page 58 of 82



n If you know the change request's status (open or closed), do the following:

1. View the relevant change request list.

2. In the list, click the desired change request's ID or subject.

The desired change request appears. The fields that appear depend on the selected

template and your system's customizations.

The Change Request Lifecycle Status Bar appears at the top of the page, mapping the

stages in the change request's lifecycle from left to right.

n The current stage appears in blue, the completed stages appear in green, and future

stages appear in gray.

n The empty flag signifies the change request is new, and checkered flag signifies the

change request is resolved.

Detailed information about the change request appears below the status bar. For

information on the displayed fields, see the following table.

Change Request Fields

This field... Displays...

The Basics

Owner The change request's owner.
If the change request has not yet been assigned an owner, this field
displays "Not assigned yet".
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This field... Displays...

Status The change request's status.
See Open Change Request Statuses (see Open Change Request
Statuses) or Closed Change Request Statuses (see Closed Change
Request Statuses).

Created The date and time when the change request was created.

Requestor The usernames and email addresses of the requestors, in the format
username <email>.
For example, "johns<johnsmith@mycompany.com>".

Updated The date and time when the change request was last updated,
followed by the username of the person who last updated it.

Due The date by which this change request should be resolved. This can
be one of the following:

n A date

n Not set: No due date was set.

Closed The date and time at which the change request was closed.
This field only appears for closed change requests.

Priority A number indicating this request's priority, where 0 indicates lowest
priority.

CC An email address to which the FireFlow system will send copies of
all email messages regarding this request.

General

Expires The date on which the change request expires.

Owning
Role

The role to which the change request is currently attributed.

Additional
Information

Note: This area may contain custom fields added by an
administrator.

Workflow The workflow used for the change request.
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This field... Displays...

External
change
request id

The ID number of a related change request in an external change
management system that is integrated with FireFlow.

Original
Request

This area does not appear for change requests using the 120:
Generic request or 160: Web Filter-Change Request (Blue Coat)
template.

Source The IP address, IP range, network, or device object.

Destination The IP address, IP range, network, or device object.

Service The device service or port for the connection.

Action The device action to perform for the connection. This can be either of
the following:

n Allow: Allow the connection.

n Drop: Block the connection.

Source
NAT

The source NAT value to which the connection's source should be
translated.
Note: If the Source after NAT field appears below this field, then this
field displays the source NAT value before translation.

Source
after NAT

The source NAT value after translation.

Destination
NAT

The destination NAT value to which the connection's destination
should be translated.
Note: If the Destination after NAT field appears below this field, then
this field displays the destination NAT value before translation.

Destination
after NAT

The destination NAT value after translation.

Port
Translation

The port value to which the connection's port should be translated.
Note: If the Port after Translation field appears below this field, then
this field displays the port value before translation.
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This field... Displays...

Port after
Translation

The port value after translation.

NAT Type The type of NAT (Static or Dynamic).

History A list of all comments and replies associated with this change
request.
For each comment/reply, the following information is displayed:

n Brief header information, including the date and time at which the
comment/reply was created, the name of the user who created it,
and its subject line

n The full text of the comment/reply

n The size of the comment/reply in bytes

To view full header information, click Full headers.
To download a comment/reply, click Download.

Commenting on Change Requests
You can comment on a change request, at any stage throughout the change request's

lifecycle. Your comment will be added to the change request's history and sent as an

email message to the change request's owner.

To comment on a change request

1. View the change request.

See Viewing Change Requests (see Viewing Change Requests).

2. At the top of the page, click , and then click Comment.

The Update Request page is displayed.
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The Subject field displays the change request name. The original history item

appears in a text box.

3. If desired, modify the Subject field to describe the subject of your comment.

4. To attach a file to your comment, do one of the following:

n In the Attach field, type the path to the file.

n Click Browse, browse to the desired file, and click Open.

5. In the Message text box, type your comment.

6. Click Next.

The Requestors Web Interface displays the change request, and your comment

appears in the History area.

Your comment is sent as an email message to the change request's current owner.

Reporting Change Implementation Results via theWeb
Interface
When asked to verify that the changes were implemented successfully, you can report

your findings via the Web interface.

To report change implementation results via the Web Interface

1. View the change request.

See Viewing Individual Change Requests (see Viewing Individual Change

Requests).
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2. Do one of the following:

3. If the change works, at the top of the page, click Change Works. If the change does

not work, click Change Does Not Work.

The Change Works or Change Does Not Work page is displayed.

The Subject field displays the change request name.
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4. If desired, modify the Subject field to describe the subject of your comment.

5. To attach a file to your comment, do one of the following:

n In the Attach field, type the path to the file.

n Click Browse, browse to the desired file, and click Open.

6. In the Message text box, type your comment.

7. Click Next.

The Requestors Web Interface displays the change request, and your comment

appears in the History area.

Your comment is sent as an email message to the change request's current owner.

If you clicked Change Works, the change request is resolved.

Duplicating Change Requests
If you want to create a new change request that is similar to an existing change request,

you can duplicate the request.

To duplicate a change request

1. View the change request you want to duplicate.

See Viewing Change Requests (see Viewing Change Requests).

2. At the top of the page, click , and then click Duplicate.

The Create a New Change Request page is appears.

The fields are filled in with the original change request's details and subject.

3. Modify the fields as desired, using the information in Requestor Create Change

Request Fields (see Requestor Create Change Request Fields).

4. Click Create.
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The new change request is created.
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Submitting Requests via the No-Login
Web Form
You can submit requests via a Web form, without any need for a username and

password.

Note: Contact the FireFlow administrator to determine whether submitting requests via

the No-Login Web Form is available in your organization.

To submit a request via the No-Login Web Form

1. In your browser's Address field, type https://<fireflow

server>/FireFlow/NewTicket.

where <FireFlow_server> is the FireFlow server URL.

The Create a New Change Request page is displayed with a list of templates.
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2. Click the name of the template to use for the request.

The template determines which fields and pre-set values appear in the change

request form, as well as which workflow is used for the change request. For

information on FireFlow built-in templates, see Built-In Templates (see Built-In

Templates ). For information on other templates appearing on this page, speak with

the FireFlow administrator.

The FireFlow Create a New Change Request page is displayed. The fields that

appear depend on the selected template.
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3. Complete the relevant fields using the information in Requestor Create Change

Request Fields (see Requestor Create Change Request Fields).

Note: Most of the fields are optional. However, it is recommended to fill in as many

fields as possible, in order to facilitate request handling.

4. Click Next.

FireFlow creates a change request to represent your request and sends you an email

indicating that your request was submitted successfully.
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FireFlow checks the traffic specified in the change request against devices. If the

traffic already works, then FireFlow automatically closes the change request and

sends you an email indicating that the change request was closed.
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Submitting Requests via Email
Note: Contact the FireFlow administrator to determine whether submitting requests via

email is available in your organization.

To submit a request via email

1. In your email client, compose an email message describing the device change you

need.

2. To specify technical details, include the following lines anywhere in your email:

Source: <source>Destination: <destination>Service: <service>Action: <action>

where:

<source> is the IP address, IP range, network, or device object.

<destination> is the IP address, IP range, network, or device object.

<service> is the device service or port for the connection.

<action> is the device action to perform for the connection. This can be either of the

following:

n allow - Allow the connection.

n drop - Block the connection.

Note: These lines represent the default format for submitting technical details to

FireFlow. Contact your FireFlow administrator to find out whether your organization

uses a format other than the default.

Note: It is recommended to specify technical details, in order to facilitate request

handling.
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3. Send the email message to the FireFlow system email address.

Note: If you do not know the email address, contact your FireFlow administrator.

FireFlow creates a change request to represent your request. The original email text

is added to the change request history, and if you specified technical details, they are

automatically entered in the change request.

FireFlow sends you an email indicating that your request was submitted

successfully.

FireFlow checks the traffic specified in the change request against devices. If the

traffic already works, then FireFlow automatically closes the change request and

sends you an email indicating that the change request was closed.
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Submitting Requests via the Blue Coat
Blocked Page
When attempting to access a URL that is blocked by a Symantec Blue Coat device's

Web filtering policy, you will encounter the Blocked page.

Use the following procedure to submit a Web filtering change request to unblock the

page.

To submit a request via the Blue Coat Blocked page

1. In the Blue Coat Blocked page, click the link provided.

Note: This link may be called Autocreate Change Request or something else,

depending on how it was implemented.

The FireFlow Create a New Change Request page is displayed.

2. Complete the fields using the information in Web-Filter Change Request Fields (see

Web-Filter Change Request Fields).

Note: Most of the fields are optional. However, it is recommended to fill in as many

fields as possible, in order to facilitate request handling.

Note: Some of these fields may already be filled in.

3. Click Create.

FireFlow creates a change request to represent your request and sends you an email

indicating that your request was submitted successfully.
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Verifying that Changes Were
Implemented Successfully
Once the device changes planned for your change request have been implemented,

you will receive an email message from FireFlow, asking you to verify that the changes

were implemented successfully.

You must check that the desired results were achieved, and respond in one of the

following ways:

n Respond directly to the email message. See Responding to FireFlow Email

Messages (see Responding to FireFlow Email Messages).

n Respond via the Web Interface. See Reporting Change Implementation Results via

the Web Interface (see Reporting Change Implementation Results via the Web

Interface).

If your response indicates that the desired results were not achieved, your change

request will be re-implemented and you will be asked to check the results again. If your

response indicates that you are satisfied with the results, the change request will be

resolved.
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Responding to Rule Removal And Drop
Traffic Requests from a Requestor
In This Chapter
Responding to Rule Removal and Drop Traffic Requests OverviewResponding to
Rule Removal and Drop Traffic Requests Overview

Responding to Rule Removal RequestsResponding to Rule Removal Requests

Responding to Drop Traffic RequestsResponding to Drop Traffic Requests

This section explains how to do the following:

n Review change requests for Rule Removal due to change request from another

requestor where the rule removal will affect a change request submitted by you and

confirm or decline the rule removal.

n Review change requests for Drop Traffic due to a change request from another

requestor where the rule removal will affect a change request submitted by you and

confirm or decline the rule removal.

It is intended for network operations users working with change requests in the Validate

stage.

Note: To determine a change request's stage, view the change request as described

in Viewing Change Requests. The stage is indicated by the Change Request

Lifecycle Status Bar.

Responding to Rule Removal and Drop Traffic Requests
Overview
If another requestor has a rule that is slated for removal/disablement, he must notify the

requestors of those change requests whose traffic intersects that of the selected rule.

The requestors have until the rule removal request's due date to respond. If you have

received a rule removal notice, you must respond with either confirm or decline (see

Responding to Rule Removal Requests (see Responding to Rule Removal Requests)).
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If you do not respond by the due date, the rule removal is considered confirmed. Based

on responses from the requestors, the removal request owner must decide whether to

reject and close the change request or approve it.

If another requestor traffic change request with a "Drop" action, he must notify the

requestors of those change requests whose traffic will be blocked by the "Drop" action.

The requestors have until the rule change request's due date to respond. If you have

received a traffic change request notice, you must respond with either confirm or decline

(see Responding to Drop Traffic Requests (see Responding to Drop Traffic Requests)).

If you do not respond by the due date, the traffic change request is considered

confirmed. Based on responses from the requestors, the change request owner must

decide whether to reject and close the change request or approve it.

Responding to Rule Removal Requests
Here is a description of how to respond to a rule removal request.

To respond to the requestors of Rule Removal Requests

1. In the main menu, click Awaiting Response.

The Change Requests Awaiting Response page is displayed.

2. In the Rule Removal Requests Awaiting My Response list, click the change request.

The Rule Removal Request page is displayed.
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3. At the top of the page, click Confirm to approve the rule deletion or Decline to

decline the rule deletion.

The Confirm Rule Removal or Decline Rule Removal page is displayed.

4. Modify the Subject field to describe the subject of your comment.

5. To attach a file to your comment, do one of the following:

n In the Attach field, type the path to the file.

n Click Browse, browse to the desired file, and click Open.

6. In the Message text box, type your comment.

7. Click Next.
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The Requestors Web Interface displays the change request, and your comment

appears in the History area.

Your comment is sent as an email message to the change request's current owner.

Responding to Drop Traffic Requests
Here is a description of how to respond to drop traffic requests.

To respond to the requestors of Drop Traffic Requests

1. In the main menu, click Awaiting Response.

The Change Requests Awaiting Response page is displayed.

2. In te Change Requests Awaiting My Response list, click the change request.

The Traffic Removal Request page is displayed. .
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3. At the top of the page, click Confirm to approve the rule deletion or Decline to

decline the rule deletion.

The Confirm Rule Removal or Decline Rule Removal page is displayed.

4. Modify the Subject field to describe the subject of your comment.

5. To attach a file to your comment, do one of the following:

n In the Attach field, type the path to the file.

n Click Browse, browse to the desired file, and click Open.

6. In the Message text box, type your comment.

7. Click Next.

The Requestors Web Interface displays the change request, and your comment

appears in the History area.

Your comment is sent as an email message to the change request's current owner.
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Responding to FireFlow Email Messages
Over the course of a change request's lifecycle, you will receive email messages from

the FireFlow system. The Subject line of these email messages will include the change

request ID in the format [FireFlow #<number>], for example [FireFlow #49].

If desired, you can reply to these email messages, or you can create new email

messages and send them to the FireFlow system.

Note: You can send emails to the FireFlow system, regardless of the request

submission method you used.

In order for FireFlow to associate your email message with the correct change request,

your email message's Subject line must include the change request ID in its entirety.

For example, if your change request ID is [FireFlow #49], your Subject line may be "RE:

[FireFlow #49] Access to LAN" or "[FireFlow #49] Everything works fine now".
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Send us feedback
Let us know how we can improve your experience with the Requestor Guide.

Email us at: techdocs@algosec.com
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