
Benefits

AlgoSec and Palo Alto Networks for 
integrated enterprise security:

• Holistic visibility across next generation 
and traditional firewalls – on premise and 
in the cloud

• NGFW policy change management – elim-
inates guesswork and misconfigurations 

• Migrate traditional L4 policies to NGFW 
policies

• Policy changes automatically implemented 
on the required device

• Out-of-the-box regulatory compliance 
reports – reduces preparation time and 
costs by as much as 80%

PALO ALTO NETWORKS 
AND ALGOSEC

AlgoSec seamlessly integrates with Palo Alto Networks® NGFWs to automate 
application- and user-aware security policy management. AlgoSec supports the 
entire security policy management lifecycle — from the discovery of application 
connectivity to ongoing maintenance and compliance to secure decommissioning. 
With AlgoSec you will minimize complexity and reduce risks, costs and time spent 
on manual operations while improving your security and business agility. 

The Palo Alto Networks and AlgoSec integration provides:

• Support for App-ID™ and User-ID™ policy analysis, migration and change 
management. 

• Centralized management through support for Palo Alto Networks Panorama.  

• Automated firewall change management, including hands-free policy push  
to Palo Alto Networks NGFWs.

• Out-of-the-box regulatory compliance reports for Palo Alto Networks NGFWs 
(PCI DSS, SOX, HIPAA, and many more).

• Risk assessment and optimization Palo Alto Networks NGFW policies.

Technology Segment: Security Policy Management

Palo Alto Networks | Solution Brief 1



4401 Great America Parkway
Santa Clara, CA 95054

Main: +1.408.753.4000
Sales: +1.866.320.4788
Support: +1.866.898.9087

www.paloaltonetworks.com

© 2016 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of 
Palo Alto Networks. A list of our trademarks can be found at http://www.paloalto-
networks.com/company/trademarks.html. All other marks mentioned herein may 
be trademarks of their respective companies. pan-algosec-tpsb-033016

Unified Management for the Hybrid Environment
AlgoSec unifies security policy management across traditional and 
Palo Alto Networks firewalls deployed on premise and security 
controls deployed in public and private clouds. AlgoSec provides 
a single pane of glass through which you can seamlessly manage 
your entire security policy, including change management, net-
work visualization and traffic simulations, policy and risk analysis, 
auditing and compliance reporting.

Security Policy Change Management
Using intelligent, highly customizable workflows AlgoSec auto-
mates the entire security policy change process — from planning 
and design through submission, proactive risk analysis, implemen-
tation, validation and auditing. With AlgoSec you can avoid guess-
work and manual errors, reduce risk, and enforce compliance.

Firewall Auditing and Compliance
AlgoSec automatically generates pre-populated, audit-ready 
compliance reports for most industry regulations, as well as 
customized corporate policies — which helps reduce audit 
preparation efforts and costs by as much as 80 percent. AlgoSec 
also uncovers gaps in your compliance posture and proactively 
checks all changes for compliance violations, so you can remediate 
problems before an audit and ensure continuous compliance.

Firewall Policy Optimization
AlgoSec provides actionable recommendations to help you clean 
up and reduce risk across your environment. AlgoSec uncovers 
unused or duplicate rules, initiates a recertification process for 
expired rules, provides recommendations on how to consolidate 
or reorder rules for better performance, and tightens overly per-
missive “ANY” rules — without impacting business requirements. 

Application Connectivity Management
AlgoSec automatically discovers and maps application  connectivity 
requirements to the underlying network infrastructure and trans-
lates vague requests for connectivity changes into networking 
terms that security and operations teams can understand, approve 
and implement. With AlgoSec, organizations can accelerate 
application delivery, minimize outages, and enforce security and 
compliance across the data center.

About AlgoSec
AlgoSec simplifies, automates and orchestrates security policy 
management to enable enterprise organizations and service 
providers to manage security at the speed of business. Over 1,500 
of the world’s leading organizations, including 20 of the Fortune 
50, rely on AlgoSec to optimize their network security policy 
throughout its lifecycle, to accelerate application delivery while 
ensuring security and compliance. AlgoSec is committed to the 
success of each and every customer, and provides the industry’s 
only money-back guarantee.

About Palo Alto Networks
Palo Alto Networks is the next-generation security company, 
 leading a new era in cybersecurity by safely enabling applica-
tions and preventing cyber breaches for tens of thousands of 
organizations worldwide.  Built with an innovative approach and 
highly differentiated cyberthreat prevention capabilities, our 
game-changing security platform delivers security far superior to 
legacy or point products, safely enables daily business operations, 
and protects an organization’s most valuable assets.


