
Benefits of the Integration 

• Gain holistic visibility across traditional 
and Next-Generation Firewalls, both 
on-premises and in the cloud.

• Eliminate guesswork and misconfigu-
rations in Next-Generation Firewalls 
change management.

• Migrate traditional Layer 4 policies to 
Next-Generation Firewalls policies.

• Implement policy changes on the required 
device automatically.

• Get out-of-the-box regulatory compliance 
reports, reducing prep time and costs by 
up to 80%.

• Leverage full support for Panorama, 
including advanced policy and routing 
capabilities, such as multiple device group 
policies and virtual router topology.

• Take advantage of full support for 
Dynamic Address Groups holding Palo 
Alto Networks tagged objects or cloud 
resources.

PALO ALTO NETWORKS 
AND ALGOSEC

The Challenge
Today’s business environment is always changing, as are the business needs of 
various company functions. In this dynamic and rapidly evolving business envi-
ronment, IT often struggles to gain adequate visibility or precise enough control 
to ensure compliance with security policies and regulatory guidelines. Effective 
policy management that accommodates the dynamic nature of today’s organiza-
tions is a key challenge for many IT departments.

Palo Alto Networks and AlgoSec
AlgoSec seamlessly integrates with Palo Alto Networks Next-Generation Firewalls 
to address these challenges through automation of application- and user-aware se-
curity policy management. AlgoSec supports the entire security policy management 
lifecycle, including discovery of application connectivity, ongoing maintenance 
and compliance, and secure decommissioning. With AlgoSec, you’ll minimize 
complexity and reduce risks, costs, and time spent on manual operations while 
improving your security and business agility.

The Palo Alto Networks and AlgoSec integration provides:

• Single pane of glass for unified visibility across Palo Alto Networks Next- Generation 
Firewalls and cloud security controls.

• Full support for:

 ◦ Panorama™ for network security management, including nested device 
group policies

 ◦ App ID™ and User ID™ technology
 ◦ Advanced routing (virtual routers, virtual wire, etc.)
 ◦ Dynamic Address Groups

• Zero-touch automated change management, including policy push.

• Out-of-the-box regulatory compliance reports (PCI DSS, SOX, HIPAA, etc.).

• Risk assessment and optimization for traditional and Next-Generation  
Firewall policies.

• Intelligent change design at the policy level to support large-scale changes.

Security Policy Management
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 Figure 1: Full visibility into your entire hybrid network estate 

Use Case No. 1: Unified Management for the Hybrid Environment

Challenge
Companies are embracing public cloud platforms, such as Google 
Cloud Platform (GCP™), Amazon Web Services (AWS®), or 
 Microsoft Azure®; as well as private cloud and software-defined 
networking (SDN) platforms, such as VMware NSX® or Cisco ACI®. 
This requires companies to manage security policy in a unified 
manner across the multi-cloud, hybrid environment and different 
security technologies, such as Palo Alto Networks Panorama, 
Next-Generation Firewalls, VM-Series Virtualized Next- 
Generation Firewalls, and cloud security groups.

Answer
AlgoSec unifies security policy management across traditional 
and Next-Generation Firewalls deployed on-premises as well as 
security controls deployed on public and private clouds. AlgoSec 
provides a single pane of glass through which to seamlessly 
manage your entire security policy, including change management, 
policy provisioning, network visualization (including cloud security 
controls) and traffic simulations, policy and risk analysis, auditing, 
and compliance reporting. 

Use Case No. 2: Security Policy Change Management

Challenge
The change management process for network security policies 
is manual, which often leads to misconfigurations that introduce 
unnecessary risk and can cause outages that disrupt business 
operations.

Answer
Using intelligent, highly customizable workflows, AlgoSec 
automates the entire security policy change process, from 
planning and design through submission, proactive risk analysis, 
zero-touch implementation, validation, and auditing. The joint 
 offering allows you to avoid guesswork and manual errors, 
enforce compliance, and ensure better protection across your 
Palo Alto Networks environment.

About AlgoSec
AlgoSec simplifies, automates and orchestrates security policy 
management to enable enterprise organizations and service 
providers to manage security at the speed of business. Over 
1,800 of the world’s leading organizations, including 20 of the 
Fortune 50, rely on AlgoSec to optimize their network security 
policy throughout its lifecycle, to accelerate application delivery 
while ensuring security and compliance. AlgoSec is committed 
to the success of each and every customer and provides the 
industry’s only money-back guarantee. For more information, 
visit www.algosec.com.

About Palo Alto Networks
Palo Alto Networks, the global cybersecurity leader, is shaping 
the cloud-centric future with technology that is transforming 
the way people and organizations operate. Our mission is to be 
the cybersecurity partner of choice, protecting our digital way 
of life. We help address the world’s greatest security challenges 
with continuous innovation that seizes the latest breakthroughs 
in artificial intelligence, analytics, automation, and orchestration. 
By delivering an integrated platform and empowering a growing 
ecosystem of partners, we are at the forefront of protecting 
tens of thousands of organizations across clouds, networks, and 
mobile devices. Our vision is a world where each day is safer and 
more secure than the one before. For more information, visit 
www.paloaltonetworks.com.
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